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TYTOPWJAI 3A MPOJEKTOBAHE W TEXHUYKY UMMNNEMEHTALNJIY

BEB JIABGOPATOPWJA — CUI'YPHOCT Y KOMYHWKALINJN

1. YBOQ

Nabopatopujcka onpema u pecypcu y oksupy WebLabs cy 4OCTynHW CBUMa NPEKO MHTEPHETA, HA OCHOBY
TOra ayToMaTCku MOCTajy parwBK jep Cy AOCTYMHM U 3MOHAMEPHWM KopucHuuuma. [pyne aytopa w
YHUBEP3UTETU Koju passujajy u kopucte WebLabs obuyHO He cxBaTajy npesulle 03BUIBLHO MUTakbE
6e3begHOCTV OBaKBIX UHTEPHET nnaTdopmu, a 6e3beqHOCT je 3anpaBo jegHa Of HaAJKPUTUYHUMUX Tavaka
Ha koje Tpeba obpaTUTU naxtby. Y TOM CMMCRY, KOMyHWKALUMOHU KaHamnu, NpOTOKOMW U apXuTekTypa
ogabpanu 3a peanusauujy Bex6bu y oksupy WeblLabs-a cy on Hajpehe BaxHOCTW, jep YTUYYy Ha HUBO
ocTBapeHe 6e36eaHOCTH.

OBaj [OKyMEHT Aaje mperned Hekux of HajTUnnYHujuX 6e30egHOCHWX MPETHM U pellea 3a 04yBae
CUIYpHOCTM y NpoLiecy KOMyHUKauuje, a cee Yy Uuiby objalitbera 1 OTKnakbatba NOTEHUMjanHuX pusmka.




2. OnUC NPETHWU U HAYNHWU 3A OYYBAHE BE3BEIHOCTH

Y HacTaBky je gaT npernef Hajuyewhux nssopa npetwn WeblLab-a, onucaHu cy 1 pusuuM noBesaHu ca
HUMa;

e Onpema (kamepe, padyHapu, npekugauu, uta.)  kopuctn jasHe |P appece. Kaga ce
nabopartopujckuM ypefjajuma npuctyna npeko jaeHe IP agpece, OHW Cy BUAMBUBY W AOCTYMHM
cBMWMa. Mako je 0BO HajnorogHuje pellere 3a NPUCTYN U peanu3auunjy camux Bexbu y okBupy
WebLabs-a , oHo Takohe HOCK OrpoMaH pu3uK, jep CBaKki KOPUCHWK i 60T Moxe Aa nokywwa Aa
NPUCTYNK TakeuM ypenajuma.

o WebLabs ycnyre He kopucTe cucteM ayTeHTudmkaumje. Morekan WebLabs no3sorbaBa 0TBOpEH
NpucTyn cagpxajuma, OOHOCHO [03BOSbaBa fa My CBAakO MOXE MpUCTYnUTK 6e3 KOPUCHUYKOT
“MeHa 1 no3uHke. OBakaB NPUCTYN Moxe 6UTK peanu3oBaH NaHPAHO UMK FPELLKOM Of CTPaHe
aytopa, anu y oba cnydyaja, 3rOHaMEpPHU KOPUCHULW MOy Mpey3eTu KOHTPONy Haj
nabopatopujom u nowe je kopuctuti. Moryhe je aa aohe Ao noteHumjanHor owTteherwa onpeme
wro 61 umano nocreguue Ha peanu3auujy Bexbu, MoHomonu3auuje onpeme uume Bu ce
OHeMoryhuno ga u Apyru y4ecHWUM KOpWUCTe onpemy 3a peanusauujy BexOu, unn npuctyn
ogpeheHum ypehajuma ( nonyT kamepa) koje He 6u Tpebanm ga 6ygy goctynu cauma y 6uno kom
TPEHYTKY.

o He kopucTtu ce https curypHOCHW NpoTokon. Yak v kaga nocToju MexaHu3am 3a ayTeHTuduKaumjy,
aKo Ce TakaB MexaHu3aM He ocrawa Ha https, 6e3begHoOCT je yrpoxeHa jep ce He KOopucTu
LIMEPOBaAHM KOMYHWKALMOHW kKaHan Hu cepTudpnkaTt. MHore Be6 ctpanuue u yenyre WebLabs -
a n parbe page Ha http ymecto hitps mpoTokomny, LWTO je fJaneko of wheanHor y nornegy
OCTBapEHe CUrypHOCTH.

e Kapa kopucHuum npuctynajy WebLab—y oHu umajy npuctyn u camoM OnepaTuBHOM CUCTEMY
(OC). MoHekap cy WebLab nnatchopme 3acHOBaHe Ha yaarbeHOM NPUCTYNY PagHOj NOBPLUMHW.
Kapa je 10 cnyuaj, ocoba koja npuctyna BebJlab-y nma npuctyn Lenom onepaTBHOM CUCTEMY.
Yak 1 ako kopucHuK Ha WebLab pauyHapy nMa orpaHuyeHe NpuBKUNeruje, LWTO HUje yBeK Cryyaj,
OH OMeT NMpefcTaBrba BEMUKY ONAcHOCT jep Uma MoryhHOCT Aa, Ha npumMep, peanusyje phishing
WNW fa Wwarbe HeroXesrbHy e-MoLTy ca yaarbeHux agpeca. M He camo To, kopuchnum WebLab-a
KOju NpUI KoM paga Bex6u KopucTe yHUBep3arHe KOpUCHWUYKe Hanore Mory npoHahu aaTtoteke
ca nabopatopujckuM nogauuma W pesyntatuma Koje cy A0BWnM ApYru yYeHuum Koju cy
npeTxogHo npuctynanu WebLab-y , 6uno fa cy OHM OCTaBIbEHN TaMO HAMEPHO UMK Cry4ajHO.

OcHoBHe npenopyke 3a n3beraBare HaBeJEeHNX puU3nka 1 ovyBak-e Oe3benHocTM gaty Cy Y HaCTaBKy:

o Kopuctutn npueathe IP agpece yHytap VLAN/VPN -a koju je 3awTtuheH u koju omoryhasa
KOHTPOITy NPUCTYNa pecypcuma y OKBUPY NpUBaTHE MpEXe.

e Kopuctutu [ocTynHe cuCTeMe 3a ayTeHTU(MKALM)y Ha HUBOY KOMYyHWKALMOHOr NpOTOKOMa.
Hajuewnhe, kopuwhere ayteHTUdMKaumje 3a npucTyn Bed CTpaHULW HWje JOBOSBHO jep OBakaB
CLieHapuo J03BOMbaBa KOPUCHWKY NpUCTyn nnatdopmu, yuntasake Beb annukaumje koja octaje
OTBOpEHa ¥ aKT1BHA NPWUITMKOM CBAKOM MpUCTyna. Ha oBaj HauuH KOPUCHWK NpeyseTy annukawujy
MOXE KOPUCTWUTW kag rop noxenu 6e3 ga ce MOHOBO npujaBrbyje M uoeHTUdMKyje Ha Beb
CTpaHuLy.

e HcTanupatn n kopuctutn SSL cepTudmkaTt koju nogpxkasa peanusauujy https npotokona a
CaM1M TUM W LWNPOBAHN KOMYHUKALIMOHM KaHar.
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Kopuctutn Beb annukauujy koja komyHuumpa ca WebLab cepBucMa Ha OrpaHnyYeH HaumH (kao
WTO Cy MpWKa3aHW ABOKYMeHTU 2a, 26 u 3) YKONMKO Ce KOPWUCTU yAarbeHu NpUCTyn pagHoj
NOBPLUMHMU:

o 1) KOPUCTUTM Hamnor KOPUCHUKA Ha YAArbEHOM pauvyHapy Koju MMa OrpaHuyeHe
NpUBUMETWjE Kao KOPUCHMK.

O 2) OrpaHW4uUTV BM3YEnHU NPUCTYN YAarbeHOM padyHapy Tako Aa Ce npukasyjy camo
annukauuja koja KOHTponuLy nabopaTopujcKy onpemy.




